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	REGULATORY OBSERVATION:

	Background

The provision of nuclear safety functions to trip nuclear power plant reactors and initiate post trip cooling of the core (which continues to produce significant quantities of heat post trip) is a key role of nuclear power plant Control and Instrumentation (C&I) equipment.  

ONR expects the C&I architecture to be designed in a way that ensures that the risk of the system not responding adequately to a postulated initiating event is reduced as low as reasonably practicable. 

Concepts such as defence in depth, independence, diversity and the single failure criterion are principles that are internationally recognised as relevant good practice and set out in IAEA standards (SSR-2/1 ‎[7] and SSG-39 ‎[8]).

The Holtec SMR-300 C&I architecture, as presented in the documents assessed during this GDA (Refs [1], [2], [3], [4] & [5]), consists of the following systems:-

1) Plant Control System (PCS) 
2) Plant Safety System (PSS) 
3) Diverse Actuation System (DAS) 
4) Post Accident Monitoring Systems (PAMS) 

The identification and classification of safety functions and categorisation of SSCs according to a process that meets regulatory expectations has not been undertaken.

Potential shortfalls have been identified which could compromise the ability of the C&I architecture in the areas outlined below. The submissions received to date do not provide sufficient justification as to why the design is likely to be acceptable, and how the SMR-300 C&I architecture meets relevant good practice principles.

1) Independence & CCF – the systems which deliver functions across the defence in depth model (levels 2 to 4) rely on common systems or components. Should there be a failure of these systems or components, then the ability of multiple systems (and therefore multiple layers of defence) to respond to a fault could be compromised. Furthermore, many of these systems or components are of a common design, meaning a common cause failure could result in multiple systems being unable to respond to faults.
2) Single Failure Criterion – The PSS consists of two divisions, in a 1 out of 2 voting configuration. If a failure is detected in one of the divisions, that division fails “as is” and then the system continues to operate in a 1 out of 1 voting configuration. During this time the delivery of the safety functions is therefore reliant on that one remaining division having no identified undetected failures and being able to undertake its safety function.

This RO has therefore been raised to ensure that these potential shortfalls are resolved in a satisfactory and timely manner for the SMR-300.

Relevant Legislation, Standards and Guidance

The following Safety Assessment Principles (SAPS) [6] are of particular relevance to this RO:

· EKP.3    Defence in depth
· EDR.1    Failure to Safety
· EDR.2    Redundancy, diversity and segregation
· EDR.3    Common Cause Failure
· EDR.4    Single failure criterion
· ERC.2    Shutdown systems
· ESS.1     Provision of safety systems
· ESS.18   Failure independence
· ESS.21   Reliability
· ESS.27   Computer-based safety systems

The following international standards and, Technical Assessment Guides (TAGs) are particularly relevant to the shortfalls described above:-

1) Independence & CCF

· IAEA Specific Safety Requirements SSR-2/1 [7] – Requirement 21: Physical separation and independence of safety systems states “Interference between safety systems or between redundant elements of a system shall be prevented by means such as physical separation, electrical isolation, functional independence and independence of communication (data transfer), as appropriate.”
· IAEA Specific Safety Requirements SSR-2/1 [7] – Requirement 24: Common Cause failures states “The design of equipment shall take due account of the potential for common cause failures of items important to safety, to determine how the concepts of diversity, redundancy, physical separation and functional independence have to be applied to achieve the necessary reliability.”
· IAEA Specific Safety Requirements SSR-2/1 [7] – Requirement 64: Separation of protection systems and control systems states “Interference between protection systems and control systems at the nuclear power plant shall be prevented by means of separation, by avoiding interconnections or by suitable functional independence.”
· IAEA Safety Standard SSG-39 [8], section 4.14 states “Independence within the overall I&C architecture is intended to prevent the propagation of failures between systems, and to avoid, where practical, exposure of multiple systems to the same sources of common cause failure.”
· IAEA Safety Standard SSG-39 ‎[8], section 4.15 states “The overall I&C architecture should neither compromise the independence of safety system divisions, nor the independence of the different levels of the defence in depth applied at the plant.”
· IEC 61513:2013 [10] para 5.4.2.6 states “Where Class 1 and lower class I&C systems are claimed in the deterministic safety case as different lines of defence effective for design basis accidents, these systems shall be independent.”
· IEC 61513:2013 [10] para 5.4.2.6 states “The I&C architectural design should use the principle of diversity where high reliability is required for a safety group, and hence sources and effects of CCF are to be considered. Functional, signal and equipment diversity should be considered.”
· IEC 61513:2013 ‎[10] para 6.2.3.3.3 states “Independence includes provisions to prevent adverse interaction between subsystems of the system or with other systems which might result from abnormal operation or from failure of any component in either subsystem or system, including from common-cause failure.”
· IEC 62340:2010 ‎[11] para 7.1 states the principle of independence is that “I&C systems perform their safety functions independently if a postulated failure of one of these I&C systems does not prevent the other systems from performing their functions as intended.”
· IEC 62340:2010 ‎[11] para 7.1.3 states “The design of the architecture of I&C systems which are claimed to be independent I&C systems shall provide: a) system specific processing paths from sensing the plant status to the actuation of the plant safety systems without using shared components.” 
· ONR TAG 30 ‎[12] states “The general approach used for the inclusion of (hardware / software) common cause failure (CCF) events into the system models is clear. The approach is adequate and includes consideration of both intra-system and inter-system CCF events.”
· ONR TAG NS-TAST-GD-036 ‎[13], Section 3.5 and paragraphs 89 to 93 provides further guidance related to independence and its role in supporting defence in depth.

2) Single Failure Criterion

· IAEA Specific Safety Requirements SSR-2/1 [7] – Requirement 25: Single failure criterion states “The single failure criterion shall be applied to each safety group incorporated in the plant design.”
· IAEA Safety Standard SSG-39 [8] states “Any identified failures that cannot be detected by periodic testing, alarm or anomalous indication should be assumed to exist in conjunction with single failures when evaluating conformance with the single failure criterion. Failure of self-test features, self-diagnostic features or self-alarm features themselves should be detected and revealed.”
· ONR TAG 06 ‎[9] – Appendix 4

Regulatory Expectations

It is ONR’s expectation that: -

· Safety systems which provide different layers of safety in order to provide defence in depth are independent as far as is reasonably practicable, and that a system or component important to safety is not adversely affected by the spurious operation or failure of associated or adjacent systems.

· The design incorporates sufficient diversity such that the fulfilment of safety functions is not impeded by common cause failures. 

· Systems that are the principle means of delivering a Category A safety function should be designed to meet the single failure criterion. During any normally permissible state of plant availability, no failures, assumed to occur anywhere within the systems provided to secure a safety function, should prevent the performance of that safety function. If an identifiable, undetectable failure anywhere in the system is not eliminated, the failure must be assumed in addition to the single failure when applying the single failure criterion. Furthermore, if online maintenance needs to be undertaken in any plant state, then this needs to be also considered in addition to applying the single failure criterion. 

· This RO should be addressed in conjunction with RO-HOLTECSMR300-001 Action 3 and RO-HOLTECSMR300-011 Actions 3 and 4.
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	REGULATORY OBSERVATION ACTIONS

	[bookmark: _Hlk204259656]RO-HOLTEC-013.A1 – Independence & CCF

In response to this Regulatory Observation Action, Holtec should provide a suitable and sufficient justification to demonstrate that there is adequate independence between the C&I systems in the SMR-300 design including protection against common cause failures.

Taking into account:
· ONR expectations as outlined in relevant standards and guidance;
· established UK relevant good practice; 
· areas of the C&I design where systems providing Defence in Depth on one level require functionality from another system in another Defence in Depth level; 
· relevant good practice and OPEX regarding the potential vulnerability to common cause failure of the technology used in the C&I design, including FPGAs; 
· the ability to deterministically demonstrate resistance to a common cause failure of the PIMS; and
· relevant good practice regarding defence in depth and independence.


RO-HOLTEC-013.A2 – Single Failure Criterion

In response to this Regulatory Observation Action, Holtec should demonstrate how the SMR‑300 design meets the single failure criterion for those C&I systems that are the principal means of fulfilling Category A safety functions.

Taking into account:
· ONR expectations as outlined in relevant standards and guidance; 
· Identifiable undetected failures with complex software systems such as the PSS, FPGAs, the PIMS modules and actuators;
· all potential modes of operation;
· any fault sequences that can affect the system’s ability to respond to that, or any other faults; and
· relevant good practice regarding single failure tolerance.


Resolution required by 'to be determined by Holtec Resolution Plan'.
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